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Tag Creation

Tag Creat Tum help tips: On | OFf Launchhelp

Step 2 of 3 Set the tag type and rules
1 Tag details «  Rule Engine ED FIELDS
e Taa Rule v Asset Search v | [[] Re-evaluate rule on save
9 No Dynamic Rule
3 ReviewAnd Confirm Asset Name Contains Step 2 of 3 Set the tag type and rules
Groovy Scriptlet

1P Address In Range(s)

1P Address In Range(s) + Network(s)

Open Ports Asset Inventory N7
e Tag Rule

(*) REQUIRED FIELDS

1 Tag details w  Rule Engine

Operating System Regular Expression v Re-evaluate rule on save
Software installed
VUIn(QID) Exist 3 Review And Confirm Query
uln(QID) Bxi i i 10 AND ( name:Chrome OR :Firefox) AND
Asset Search hardwar
« Cloud Asset Search
* Asset Inventory . (B2 e category
Syntax Help view mor
Add Asset | Select an asset By hardwarR=IER] hardware.manufacturer
[EIEIET . category2 Use quotes or backticks within values to find assets

having a certain hardware manufacturer.
B e lifecycle.stage Example

(B e manufacturer Show any findings that match exact value "Dell*
hardware.manufacturer: Dell”

Cancel Previc

Cancel ( Previous m
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Tag Uses

General Information

Give your scan a name, select a scan profile (a default is selected for you with recommended settings), and choose a scanner from the Scanner Appliance menu for internal scans,
if visible.

Title: Windows 10 Full Sca 8]
Option Profile: * Authenticated Scan v.2 - (1) *x Select
Processing Priority: 0 - No Priority v
Scanner Appliance: Scanner Appliance not available Edit Mode Edit role(s) and scope
Choose Target Hosts from User Details [] Allow user full permissions and scope (The user will have full access to everything)
R Each role grants you a set of permissions that will apply to the objects you have access to.
Tell us which hosts (IP addresses) you want to scan Profile Settings — 2
[ New role | Search unassigned roles
© Assets ® Tags —
Roles And Scopes ~ -~
Assigned roles Remove all ~ Unassigned roles Add all &
Use IP Network Range Tags Action Log CAMANAGER Remove Al User Add 2
Choose from tags defined with IP address rules. This will allow you to scan the entire IP range(s) in each
selected tag. Account Activity CLOUDVIEW User Remove AUDITOR Add
READER Remove CERTVIEW User Add
Include hosts that have | Any | v of the tags below. Add Tag CONTACT Add
[ Windows 10 CS User Add v
Edit Scope
Do not include hosts that have | Any | | of the tags below. Add Tag
(no tags selected)

[ Allow user view access to all objects (Other permissions are granted by the user's roles)

Add Tags to Include
Define what assets the user can access by tags.

Global Scope Select | Create | Remove All

l Windows 10 x Recent Tags

No recent tags
Favorite Tags
No favorite tags

Cancel ﬁ
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Cloud Integrations



Cloud Inventor

Create Connector Vv 1-20f 2
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& Checkoutapp el A D A 2, N 15 08 364 &)
CrecsoutApp AWS Prod Account
fobdeatd-abda452e-adfn-8344240%e8le  Pending o
@ AcmeDeviab ety Do M 2 SN 24 S 0 =]

ACME Anure Dev Subscrigtion

i i 443031250688 Q Last30Days v =

Crachauthos WS rod Accort ‘I ‘I 3

vefPeaba-abca-452e-0df2-83442409¢8fe

@ US2Deviab Total Resource Types v S N
ACME Azure Oev Subscrigtion —— . o 4 —— N S -
b s S83031258677 o 26th Feb Sth Mar Bth Mar 9th Mar 1dth Mar 19th Mar 20th Mar 219 Mar 220d Mar 24th M 26th Mar
Chechouthpp AWS Prod Acceunt 1-110of 11
o ea64-0bda-4526-ad l’:" 3% RESOURCE TYPE SERVICE TOTAL RESOURCES RESOURCES FAILED
ACHE Anure Dev Subscrgtion 135767712438 n o
E Subnet 58 0
RESOURCE TYPE @ N K ACL VPC 32 0
Security Group 74
Internet Gateway vPC
1AM User n @ 25 0
Subnet & Load Balancer EC2 3 0
¥ Bmore
@  Instance L2 52 0
REGIONS
—1 VPC
N. Virginia 178 £  RouteTable 36 0
Mumbai 69 . S3 Bucket S3 26 23
Ohio 33
f  IAMUser 1AM 71 61
N Califnmia 24
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Cloud Assessment

Amazon Web Service v

Q

48 EVALUATIONS SECURITY POSTURE FAILURES BY CRITICALITY
el 740 390 350 251 99 0

Control Evaluation: Ensure no security groups allow ingress from 0

POLICY
CID-41 Ensure no security groups allow ingress from 0.0.0.0/0 to port 22 View Less A
CiSAmazon WebS-. 44 cio CONTROL NAME
Policy: CIS Amazon Web Services Foundations Benchmark Platform: AWS
A Practice...
JS Do L ) 1 Ensure multi-factor authentication (MFA) is enabled for all IAM users that...
Policy : CIS Amazon Web Services Foundations Benchmark Evaluation. Check no security allows ingress from 0.0.0.0/0 to port 22. Service: VPC
CONTROL RESULT
2 Ensure console credentials unused for 90 days or greater are disabled Remediation View Steps Criticalty:  [IEEENN
PASS 25 Policy : CIS Amazon Web Services Foundations Benchmark
FAIL 2
3 Ensure access keys unused for 90 days or greater are disabled Q
Policy : CIS Amazon Web Services Foundations Benchmark
SERVICES
4 Ensure access key1 is rotated every 90 days or less 1-500f 62
CloudTrail 2 ! il
Policy : CIS Amazon Web Services Foundations Benchmark
AM 19 RESOURCE ACCOUNT 1D REGION EVALUATED ON RESULT
B ENars dooaes keyZ 16 fotated evary B0 069 of JeN% 59-697c6316 383031250652 Oregon 37 minutes ago [ e ] Evidence
s 4 Policy * CIS Amazon Web Services Foundations Benchmark
vPC 4 Z
6 Ensure IAM Password Policy is Enabled sg-ae3fd6c8 383031258652 Sydney 37 minutes ago . Evidence
Config 1 Policy : CIS Amazon Web Services Foundations Benchmark

EVIDENCE DETAILS REMEDIATION STEPS View in AWS Console m

Perform the following to implement the prescribed state:
1. Login 10 the AWS Managernent Console at hitps://console.aws. amazon.com/vpe/home
2 Inthe left pane, click Security Groups
3. For each security group, perform the following
1. Select the security group
2 Click the Inbound Rules tab
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Azure Integration

Resource grouet

A resources
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Recommendations

MONITORING RECOMMENDATIONS

Data collection installation status

VIRTUAL MACHINES RECOMMENDATIONS

Endpoint Protection not installed

[X

ng scon data
Remediate OS vulnerabilities (by M.

M

ng system updates
Endpoint Protection health failures
Missing disk encryption

OS vers

on not updated

Vulnerability as:

Vulnerabilities found

Healthy

essment not installed

TOTAL

310f 56 VMs

TOTAL

4.0f 56 VMs

11 of 56

5 of 56 VM:

1.0f 56 VM4

1.of 56 VM4

S of 56 VM:

2 of 4 Roleq

56 VM

2 of 56 VMt

inerabilities (by Qualys)

Y Filter

VULNERABILITY NAME

Enabled DCOM

Allowed Null Session
Enabled Cached Logon Cre...
Machine Information Discl...
Microsoft Windows Explore...
Windows Explorer Autopla...
Access to File Share is Enab...
ActiveX Controls Enumerated
Antivirus Product Not Dete.
Disabled Clear Page File
Enabled Caching of Dial-up...
Enabled Display Last Usern
File Access Permissions for ...
File Access Permissions for ...
Host Scan Time

Hyper-V Host Information ...
Installed Applications Enu...
Internet Protacol version 6 ..
IPSEC Policy Agent Service ...

Message For Users Attempt..

VENDOR

Qualys
Qualys
Qualys
Qualys
Qualys
Qualys
Qualys
Qualys
Qualys
Qualys
Qualys
Qualys
Qualys
Qualys
Qualys
Qualys
Qualys
Qualys
Qualys

Qualys

P Ps 0O 0o

Remediate vulnerabilities (by Qualys)

AFFECT...

harivm2
harivm2
harivm2
harivm2
harivm2
harivm2
harivm2
harivm2
harivim2
harivm2
harivm2
harivm2
harivm2
harivm2
harivm2
harivm2
harivm2
harivm2
harivin2

harivm2

hsrinivasan@qualys.c.. (8
DEVPASSPORTQUALYS (DEFA.. ’

STATE
Open
Open
Open

Open

o X

SEVERITY
© High
Medium ...
L Medium ..
Medium ...
A Medium .,
A Medium .
O Low
© Low
O Low ash
© Low
© Low
O Low
O Low
© Low
@ Low
O Low
O Low -
© Low
O Low
@ Low
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Reporting




Static Reports
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Dashboards
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API / Plugins

1BM GRaGar Securty Intefligence
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Integrations / Use Cases

Data Extraction

Long-term data retention for Audit

Ticket generation for task tracking
Unifying Multiple Qualys subscriptions
Cross-correlation of enterprise data sets
Playbook integrations (Splunk -> Phantom)
CMDB population and data syncing

Operational Automation

Automatic asset onboarding and clean-up (ex: purging and adding assets)
Qualys health check automation

(ex: Scanner utilization tracking, APl limit tracking)

Scan/Re-scan on Demand

Cl/CD Integrations (Out-of-box and custom)
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Dominate the Digital Biodiversity!
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Global IT Resources

[ @ Al Tags (12/12) | B Al Business Units All Locations
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20
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V 52.38%
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