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Evolving Cybersecurity Sophistication

Authentication will never be the same: Vishing attacks and deep fake bio attacks

Misconfigurations and targeted supply chain attacks

Expanded number of malicious actors with the ability to generate attacks

New attack surface with difficulty to find the “database” things pull from




ABOUT THE
CLOUD
SECURITY
ALLIANCE

“To promote the use of best
practices for providing security
assurance within Cloud Computing
and provide education on the uses
of Cloud Computing to help secure
all other forms of computing.”

Building security best practices
for next generation IT

Global, not-for-profit
organization

Research and Educational
Programs

Cloud Provider Certification

User Certification

The globally authoritative source
for Trust in the Cloud



How my background has me cautiously optimistic

PCI Standards

CSA standards

Scuba diver and water nut




Al Family
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ANI (Narrow)

AGI (General)

ASI (Super)

ML

Supervised Learning

Terms You Hear: random forest,
KNN,Linear Regression

Applications: SPAM detection,Credit
Score,Weather forecasting

Un-Supervised
Learning

Terms You Hear: clustering, anomaly
detection

Applications: Social Analysis, Marketing
Analysis, Weather forecasting

Deep Learning

Terms You Hear: Neural nets, CNNs,
RNNs, LSTM, transformers

Applications:Image Recognition,Speech
Recognition,NLP

]

Reinforcement
Learning

Terms You Hear: Reward system, Q-
Learning, Policy Gradients

Applications:Robotics, Game Al

GenAl

Text (LLM)

Images
(Diffusion)

_______________________________________________________________________________________________________________________________________




Thinking about GenAl/LLMs in Cloud Context

From the 2009 Cloud Security Alliance archives

1. Layered Cloud Model

GenAl Saa$ or Application? 2. Shared Responsibility

APl & RAD layer?

3. Controls Frameworks & Risk

Management Strategies
Public/Private LLMs?






CSP Self-Assessment
Columns
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Evolving Cloud
Security and Risk




Top Threats Trends from CSA

Relevant areas of focus
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Rise of Cloud-Native and Multi-Cloud Strategies

75% of companies focusing primary development on cloud-native apps
45% have experienced security issues due to misconfiguration
57% of financial institutions using a multi-cloud strategy

Finding DORA and PCI DSS v4 Compliance in 2025 for CSPs
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What the Future holds

Multi-factor Authentication will be ubiquitous

Zero Trust architecture will receive greater priority

Confidential Computing and SASE may simplify management

Machine-Learning Threat Detection will become a necessity
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Cloud and Al

SaaS applications will use LLMs pervasively to address automation, personalization,
user experience, analytics, scale, etc.

Cloud infrastructure providers will be dominant in providing LLMs to the market

Cloud providers will be able to expand compute power most efficiently






New Discoveries in Al

Scientific and technology breakthroughs with
predictive analysis

Major improvements with automation and
reporting

User and entity behavior analytics to
improve experiences




Security Benefits

Better Coding
More real-time SBOM dependency and reporting

Compliance Automation Services

Self-healing apps







Speed of Understanding Threats Will Change

Threat hunters can correlate data much faster

Reverse engineering will be performed in real-time

Al-powered fuzzing constantly scans for s/w vulnerabilities at scale
Automated patch management will only increase in significance

Prompt Engineering for SOC Analysts will be mandatory training



Adversaries already in the wild

Phishing
Polymorphic code
FraudGPT
WormGPT

Reconnaissance

Prompt Injection
Data Poisoning

Sensitive Data Exposed



Thinking about the future...

e Exponential growth in compute

e Exponential growth in model
training data

e Emergent capabilities result
e Need to apply new practices
for Al Safety, possibly adapted

from Bio Lab Safety Levels

e Next versions of Frontier LLMs
coming sooner than expected



Critical Al Security Considerations

Prompt Engineering Untraining and Guardrails

How to train the model to How will the Al react to Role How do you eliminate parts of
minimize risk of jailbreaking, Playing, System Message and a dataset!?
distillation ,atta(,:ks and data various User Instructions!?
poisoning?
How do you assure input
How to minimize DLP Inference How to minimize output classifiers are effective!?
as well as 3" Party Retention of formats that guide Al response?

sensitive data?

What are appropriate
What should the temperature constraints for Al response!?

What are the necessary and max tokens be?

investments in Fine Tuning and
Deployment Abuse?




Importance of Staying Between the Buoys

Many frameworks currently under development
Provides consistency and efficiency with sensitive data
Critical with unforeseen risk in the abyss

Will assist with regulation considerations
«Al Bill of Rights
FTC
-CAAB331
«Colorado Al Transparency
*EUAI Act and GDPR



Overview of the CSA Al Safety Initiative

Mission

Create trusted security best practices for Al and make them freely available, with an
initial focus on Generative Al

Give customers of all sizes guidelines, templates and knowledge to deploy Al safely,
responsibly and compliant

Complement necessary government regulatory efforts with aligned and agile
industry guidelines and knowledge centers

Prepare for the future of much more powerful Al

Develop a portfolio of research, education, certification and related tools for Al best
practices

Disseminate best practices widely

Do both of the above using the Cloud Security Alliance (CSA) global footprint and
over |4 years of earned credibility as a thought leading non-profit association
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High priority Initiative Deliverables

* Consensus GenAl Definitions

o LLM Archltectures i Validation (rebuff, guardrails..) i

* Al Controls Framework & Auditing Guidelines

* Enterprise Readiness Frameworks & Playbooks

Models Agents Storage
: |l (OpenaLLtAMA.) |||l Plugins 1T vectorpes | |
 Technology Innovations & Use Cases I O B [}
a Custom : ! Caches i

* Threats & Risk Management Tools

* Policy Resource Center Data

——————————————————————

e Benchmarks : Ingestion 'i Cleaning H Tokenize

____________________________________________

* Educational Curriculum
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The Al Pre-Dive Buddy Check is a must for Security

00006

Weight Releases Final Check
Right technology  Accounted for the Prepared to respond Check most vital All business units,
implemented environment? to anissue? controls often? partners and STAR
correctly? SSRM appropriate assessor ready?

for your use?




1. Let STAR be a guide

2. Need for education, collaboration

and using smart tools properly
Troy Leach, Cloud Security Alliance

3. Understanding every stakeholder has
a role in driving change and ensuring
a secure future tleach@cloudsecurityalliance.org

https://www.linkedin.com/in/troyleach/



